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Madam/Sir, B
I ' rtant componen

' i Igi of the department is an importan ‘

SRR Infrastruc[trt]l rt‘:ahis regard, may please refer to this office circular

' hancement measures. 28/03/2023 regarding
Cyber Security en . IT)/CD-93058/1714-83 dated
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’Ss”ﬁfcﬁifgeofégﬁﬁw Audit of the IT applications developed for the Departments o
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through CERT-In empaneled agency (Copy enclosed).
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> i i | lications.
ing the security audit of the web portal/ app ) =)
Cﬁnlll1 ¥y apply online for security audit : throungi |ic:tion
;t: s://degs.orq.in/SecurityServices.html . The process of sending the IT app

for security audit is given below:-

(a) To provide testing/staging URL of the applicatr:on ‘for security audit along with
credentials of each user of all types of roles in the application.

(b) Contact details & mail-id of officer/officials of concerned department for

communication.

(c) The security audit will be conducted by the audit team and if any vulnerability is
found then same will be conveyed/mailed to the concerned department.

(d) Concerned departments has to remove the vulnerability and inform the audit
team.

(e) The application will again be checked by audit team and this process will
continue till all the vulnerabilities are removed.

(f) Security Audit Certificate will be issued/mailed to department.

3. It is reiterated that it is mandatory for the departments to get the security audit of
their applications conducted at least annually or whenever there IS change in code or in
architecture. Further, a nominal fee of Rs. 10,000/~ plus GST applicable per audit will be
charged from the Departments. <\)‘;

This issues with the approval of competent authority. \w
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Copy for information to:

1. S0 to Chief Secretary/Chairman (DeGS)
2. PS to Pr. Secretary (IT)/ CEO (DeGS)

3. PS to Spl. Secretary (IT)/ MS (DeGs) “



