
Govt. of N.C. T. of Delhi 

DEPARTMENT OF INFORMATION TECHNOLOGY 

9`h  Level B- wing, Delhi secretariat, Delhi 

Circular 

F.No: r loc_30120,6)1-i ls 344 
To 
The HODs( As per the List) 

Govt. of N.C.T of Delhi 

Date : 2,01i11446 

Sub : - Website security audit — Reg 

Sir, 
The Delhi Government web portal http://www.delhigovt.nic.in  is connecting with about 

95 websites that includes autonomous bodies also. The Indian Computer Emergency Response 
Team (CERT-1n), under the Dept of Information Technology, Govt of India has sent a letter to the 
IT Dept, Govt of N.C.T of Delhi to take precautionary measures from the cyber 
erimeitheftlhacking from the websites of the Delhi Govt departments. As per the guidelines of the 
CERT-1N,The website security audit of the Delhi Govt web portal has been done by STQC. 

.1-here are about 61 departmental websites that arc hosted on the NIC servers and connected with 
the Delhi Govt web portal. These departments need to get their websites audited for security 
reasons. (List of departments are available on page 2) 

Indian Computer Emergency Response Team (GERT-In), under the Department of information 
Technology, Government of India has created a panel of 'IT Security Auditors' for auditing, 
including vulnerability assessment and penetration testing of computer systems &. networks of 
various organizations of the Government. The panel was selected from among nearly 100 
organizations who submitted their expression of interest to the Request for Response issued by 

CERT-In in leading newspapers and on the website.The Panel of IT Security Auditors (valid upto 

30 April 2007), Panel of IT Security Auditors (valid upto 31 May 2008 ), Terms and Conditions 

for Empanelment and Guidelines for Auditee Organizations may kindly be seen along with this 

letter . For more details kindly visit at www.cert-in.org.in. 

Therefore you are requested to conduct the website security audit as per the guidelines of the 
CERT-IN and send one copy of the report to the IT Department .The Department may choose any 
one agency by inviting tenders from the list of agencies empaneled by CERT-1n 

Regarding website updatation this department has already sent letters to all the HODS vide F.10 
(31)/200611T/4660 dated 12.10.2006 to obtain Their login and password of FTP (File Transfer 
Protocol) and VPN (Virtual Private Network) in order to update their website by the respective 
departments. In case your department has not yet obtained the same, kindly get the FTP and VPN 
by sending prescribed loon to the IT Dept. that we have already sent along with Muer vide 

F.10(3 I)/2006/1T1 4660 dated 12.10.2(106 (The VPN request form can also be downloaded from 

the IT Dept website http://it.delhigovi.nic.in ) 

In case of any problems with respect to the website security audit, Shri B.J Srinath Scientist 'F' 
CERT-IN , Dept. of IT , CGO complex, New Delhi, may be contacted [Phone: 24363138 , Fax: 
24368546 and E-mal : bsrinath(iimit.eov.ini For more information about FTP and VPN, Shri Anil 
Mittal, System Analyst, NIC,Dclhi Secretariat may be contacted [Phone '23392411 and E-mail : 

akmittal@nic.in. 

This issues with the approval of the Secretary (IT). 
I 

Dy. Secretary (IT) 
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list f Deoartm  

Son Dszart meet website Address 

I Adman liorimt. e Rel arras 	 _in., 'iar delhigovt nic in( 

2 

3 

Al931(3-.Latiptir 	 littp i'aginartinm med 	aci niazour Min 

An. Ci.liiiie and Langu 	

, 

age 	 4,1ilo . ,I.tr.andcultti re delb I ao vim ie. in 

4 	Audit hop ;laud it delhigovt nic in 

S Central Jail hit iltiltarprisonsinic.in 

6 Chit Fund http:Pehitfundidelhigovtinic.in 

hap iipharmacy.delhi.govt nic.in 7 College of Pharmacy 

$ Conservator of Forest httpliforest delhigovt.nic.in/ 

9 D.E.C. http://dfedelhinic.in  

10 DC (New Delhi) http://dcnewdelhi.delhigoyrnic.in/default.htm  

http://dosouthwest.delhigovt.nic.in  

http.11socialwellare.delhigovt nic.in/dcwomen_htin 

hthmildfs.delhigovt.nic.in  

lutpiildelhiialboardinie.in 

http://dkribideihigovtnic.in/ 

II DC (South-West) 

12 Delhi Commission for Women 

i3 Delhi Fire Services 

14 Delhi Jal Board(D413) 

15 Delhi Khndi Village Industries Board(DKV1B) 

16 Delhi Labour Welfare Board hupillellych delhigovt.nic in 

17 Delhi Legislative Assembly Stich. http .lklelhiassembly.nic in 

18 Delhi Minority Commission 	 Mtn .edrec.delnicovt nee in 

19 Delhi Pharmay Council 	 htlivil,pliarir.acy delhigovt nic is 

20 Delhi Police 	 'hap ii. www deiMool lee me im 

21 

22 

Delhi Pollution Control Corrunitice 	 hap ••:dpee.dellligo% I. nic in 

Delhi Stile Aids CItintro: Society 	 Int:pi lenses delhigovi nic :a 

23  Dell,' State  C1,9' SuPriles corporation limited f CISCSC1 hoplidScse .ielhIg..1,' I !lie in 

24 DevelL,piiient http ,idevel=tintrielhigovtnie in 

25 Directorate of Health Services-(OUS) http://health.delhigovt.nic.in  

lIcalth & Family Welfare http Ithealth.delhigovt sic in 

Aruna Asaf Ali Hospital hop:CI-teal th.tielhizovi.nic.inIllospita islAruna/Content html 

DDLI Hospital ittpilhealth delhigovt. nic.iniHospitalsiDDU/Contentlitinl 

http://health.dclhigovt.nic.in/Drugidrugcont  hint 

Ittplihealth.delhiaovt.nic.in/hoqpitals/rturokontent.html  

http.ilhealth.delhigovt.nic.in/Hospita  Is/G13P/defaulth on I 

hop://hcalth.delhigovrnic.infl-lospitals/GTB/Coment.html 

http://districts.delhigovt.nic.in  

httpI.Idsssb delhloovrnic.in 

Drug Control 

Guru Novak Eye Center 

G. B. Pant Hospital 

GTH Hospital 

2o District Administration 

I27 DSSSB 

28 D 1-t2 hup 4Idtc.nic in, 

29 Dte Agrl. Mktg htto.,./agriculbiraltnarketing.delhigovt mc_in 
Dte. of Leo. And Stat. & Dio Chief Reg. Births & 

30 Deaths 	 http lades delhigovt nietni 

31 ,DIT tec DC 	 http il;delhilaurisininic.ini 

32 	Education 	 hlip ,lcdudel nic in 

33 

31  

'citation iChict tlectoral  ()nice) 	 Imp ,.lecodelhi.nic.m.' 

EnVir,:illent 	 'Imp .rent ii (ininent.delhigovt.nic in 

.15 Excise 	 hun '3excise dellintoici me in 

36 (3 -ai a Gobind Singh lmiroprasrha t:ntvcrsity 	 Ihtip i..ie.igsipti r IC in:  

it ic!ler Education 	 llpi-,:oglieteiin delhigov. me in 

3it IHBAS 	 thttp .i,)11haS thrlhii•ovl ilk' in 

39 Industries 	 :hap.;'industries delhigovt MC :n 

40 Information and Publicity 	 ihnp://pubticity delhigovtnictn 
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41 

42 

Institute of Liver and Biliary. Scienecs http://ilbti  &HI igovt.nic.in/ 

Irrigation and Flood Control(l&FC) htt 	.//ifc delhigovt.nic.in  

43 Labour htt 	lilabour.dellti•ovt nic.in 

44 Land and Building htt.://land.dclhi.nlean 

45 Law and Justice and Legislative Affairs http:filaw.delhigovt.nic.in 

46 LN Hospital htt 	:fling) delhigovt.nic in 

47 NCC att. 'Alec delhieoctnic.in 

48 Planning_ )t.,//delh . iannm 	nic.in/ 

49 Prevention of Food Adultration (PEA) hifp://pfa delhigovt.nic.in  

50 Principal Accounts Office hup://coa.delhigovt nic in 

51 Public Grievances COMMISSIOIl http://pge.delhigovt  nic in 

52 PWI) http://pwdalelhigoVt.nic  in 

53 Registrar Cooperative Society rtp://res delhigoctnic in 

54 Services ittp //services de.lhtecvt sic in 

55 Social Weifare 1 Rehabilitation Services hnp -'./socialv.ebare delbicce. cnte.in  
/6 Toarisni F.r_tiv//dc.h.',..eisirt :lw. in 

57 Train Ina & Technical F....IL:cat:on 	 ,hitp ./'ite ,kimgovt me In 

/5 

)) 

60 

I anspor. 	 hup -tram:pm-1 delhlgOvt nic m 

Union Cantor} Cod Sers ices t l..11 CS) 	 http Pules delhigovcric.in 

Weights & Measures http://weights  delhia0Vt.nic.in/ 

at Welfare ‘mf SCiS:1 httplisestwelfare.cielhi•ovt.nievo 

Dy. Secretary (IT) 

Enclosures: The panel of IT Security Auditors for the year 2007 & 2008,Terms 
and Conditions for Empanelment and Guidelines for Auditee Organizations 

Copy to: SIO, NEC Delhi Secretarial for information. 
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