Govt. of N.C. T. of Delhi
DEPARTMENT OF INFORMATION TECHNOLOGY
9" Level B- wing, Delhi secretariat, Delhi

Circular

FNo: [ j0 Q’)/zooé}rr/s}ug Date: 20fit| 0§

To
The HODs( As per the List)
Govt. of N.C.T of Delhi
Sub : - Website security audit — Reg

Sir,

The Delhi Government web portal hitp://www.delhigovt.aic.in is connecting with about
95 websites that includes autonomous baodies also. The Indian Computer Emergency Response
Team (CERT-In), under the Dept of Information Technology, Govt of India has seot a letter to the
IT Dept, Govt of N.C.T of Delhi to take precautionary measures from the cyber
crime/thefthacking from the websites of the Delhi Govt departments. As per the guidelines of the
CERT-IN,The website sccurity audit of the Delhi Govt web portal has been done by STQC.

I'here are about 61 departmental websites that arc hosted on the NIC servers and connected with
the Delhi Govt web portal. These departments need to get their websites audited for security
reasons. (List of departments are available on page 2)

Indian Computer Emergency Response Team (CER'T-In), under the Department of Information
Technology, Gavernment of India has crcated a panel of “IT Security Auditors’ for auditing,
including vulnerability assessment and penetration testing of computer systems & networks of
various organizations of the Government. The panel was selected from among nearly 100
organizations who submitted their expression of interest to the Request for Response issued by
CERT-In in leading newspapers and on the website. The Panel of IT Security Audilors (valid upto
30 April 2007), Panel of IT Security Auditors (valid upto 31 May 2008 ), Terms and Conditions
Jor Empanclment  and Guidelines for Auditee Organizations may kindly be seen along with this
Jetter . For more details kindly visit at www.cert-in.org.in.

Thercefore you are requested to conduct the website security audit as per the guidelines of the
CERT-IN and send one copy of the report to the 1T Department .The Department may choose any
one agency by inviting tenders from the list of agencies empaneled by CERT-In

Regarding website updatation this department has already sent letters to all the HODs vide F.10
(31)/2006/1T/4660 dated 12.10.2006 to obtain their login and password of FTP (File Transfer
Protocol) and VPN (Virtual Private Netwark) in order to update their website by the respective
departments. In case your department has not yet ohtained the same, kindly get the FTP and VPN
by sending prescribed form 1o the 1T Dept. that we have already sent along with letter vide
F.10(3 112006/ TT/4660 dated 12.10.2006 (The VPN request form can also be downloaded from
the IT Dept website http://it.delhigovtnic.in)

In case of any problems with respect to the website security audit, Shri B.J Srinath Scientist 'F’
CERT-IN . Dept. of IT , CGQO  complex, New Delhi, may be contacted [Phone: 24363138 |, Fax:
24368546 and E-mal : bsrinath@mit.gov.in] For more information about FTP and VPN, Shri Anil
Mittal, System Analyst, NIC,Dclhi Secretariat may be contacted [Phone 23392411 and E-mail :
akmittal{@nic.in.
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This issues with the approval of the Secretary (IT). K/ ot
= Q/Dl 1 ‘

Dy. Secretary (IT)
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List of Departments

- Website Address

‘ar delhigovt mic 0/

___Ibmp Jauditdelingovt nic in =
htip “tiharprisons nic.in
6 [Chit Fund http://chitfund delbigovinic.in
7 |College of Pharmacy 'hltp /ipharmacy delhigovt nic in
8 |Conservator of Forest http. Hforest delhugovinie.in/
9 DFC http:/dfedelhi nic.in
18 [DC (New Delhy) http://dcnewdelhi delhigovt.nic in/default htm
E 11 {DC (South-West) http://desouthwest.dethigovt.nic.in
112 [Delhi Commission for Women http. //socialwellare delhigovt nic.in/dewonien htm

i3 [Delhi Fire Services

hitp//dfs delhigovtnic.in

14 [Delhi Jal Board(DIB)

hup:r/delhijalboard.mic.in

15 Delhi Khadi Village [ndustries Board(DKVIB)

hup/dkvib deihigovi nic in/

16 Delhi Labour Wel Board

hup/dlwb delhigovt nic.an

17 ;Dslhi Legislative Assembly Scet.

htp “delhiassembly nic in

18 [Delh: Minority Conminussion
{ L0 ot > pelin,

19 [Deihi Pharmay Council

b {Delhi Police

Sdme deligovt nic in

o Hphannacy delhigovt nie i/

;hitp Swwaw deldvipolice nic i

Delhi Polhiion

Delthr State Aids Contro!

hup “dpec delhigovinie in
et NP APEEOE NIBORL TG I

aup Udsacs delkiaavt e

(Delkr State Civil Supplies corpo

Develop

Directorate of Jealth Services{DUS)

T dses

L e an

hip “development delhigovini
http://health.delhigovt.nic.in

Health & Family Welfare

http “health.delhigovtnic in
£

Aruna Asaf Ali Hospital htip “health dethigovt nic.inHespitals/Aruna/Content htm!
DDU Hospital hitp #health delhigevt me.in/Hospitals/DDU/Content hunl

Drug Contro!

hup://health. dellngovt.nic in/Drug/drugeont him

Guru Nanak Eve Center

hitp:/health delhigovinic in/hospitals/gurufcontenthiml

G B. Pant Hospital

http.i/health dethigovtnic.in/Hospitals/GBP/default humi

GTB Hospital

htp://health delhigavt.nic infHospitals/GTB/Content.huml

District Administration

hp://districts.delhigovt nic.in

http./'dsssb delhigovinic.in |

29 Dte Agrl Mkig

hup “dwenic

ity

Dte of Lco. And Sl & O/ Chief Reg. Births &
| 30 Deaths

31 !DTT & DC

| o ;
thatp “delhitourism mic i/ |

32 Lducauon

‘hllp edudel micin

ton (Cheet Electoral Office)

33 iElec

LY

[
[htp environment.de!

Higher Fducition

HBAS

40 llnfnrmallr_\n and Publicity

_hetp excise de.

|
|hp “’\E|‘.(lu~ll|nf::fhlgu\'

1 -
dtp ihbas dothizoy




\le

41 [Institute of Liver and Rilary Sciences ) hup:/7ilbs delhizovt nican/
42 Irrigation and Flood Contol(I&FC) hitp./fifc delhigovt nic.in
43 JLabour http:#/labour.delhigovt nic.in
44 |Land und Building . hup://land delhigovt.nic.n
45 |l.aw and Justice and Legislative Affairs http://law.delhigovt me.an
46 [LN Hospital hitp://Injp delhigoviowe in T
, ;
47 INCC http./nce delbigovinic in |
e 1
48 [Planning B bup #dethiplanning nic.in/
49 [Prevention of Food Aduliranon (PFA) http //pfa delhigovinic.in
50 [Principal Accounts Office hup/7eoa.dethigovt nic in
31 [Public Grievances Commission http //pge.delhigevinic in
52 |PWD http.#pwd.delhigovt.nic in
33 IRegistrar Cooperalive Society __|hap:res delhigovtnic in |
59 Services - o hup Sservices delhigovt e in
are delbgoy Linean
1
- ——
thigovt mie in R
ort . _ nsport delhigovt nic m
39 [Umon Temstony Cavil Services (UTCS) _htip Hutes delhigovinic in
o JWeights & Mcasures htip:/weights dethigovt nic.in/
ol [Welfare of SC/ST http.#/scstwelfare. delhigovinic.an

Enclosures: The panel of IT Security Auditors for the year 2007 & 2008, Terms
and Conditions for Empanelment and Guidelines for Auditee Organizations

Copy to: S1I0, NIC Delhi Secretarial for information.
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