Govt. of N.C. T. of Delhi
DEPARTMENT OF INFORMATION TECHNOLOGY
9™ Level B- wing, Delhi secretariat, Delhi

Circular

FNo: [ jo(31) }200é)IT/55Lf5 Date : ).(‘fii’a&

To
The HODs( As per the List)
Govt. of N.C.T of Delhi
Sub : - Website security audit — Reg

Sir,

The Delhi Government web portal http:/www.delhigovi.nic.in is connecting with about
95 websites that includes autonomous bodies also. The Indian Computer Emergency Response
Team (CERT-In), under the Dept of Information Technology, Govt of India has sent a letter to the
IT Dept, Govt of N.C.T of Delhi to take precautionary measures from the cyber
crime/theft/hacking from the websites of the Delhi Govt departments. As per the guidelines of the
CERT-IN, The website security audit of the Delhi Govt web portal has been done by STQC.

There are about 61 departmental websites that are hosted on the NIC servers and connected with
the Dclhi Govt web portal. These departments need to get their websites audited for security
reasons. (List of departments are available on page 2)

Indian Computer Emergency Response Team (CERT-In), under the Department of Information
Technology, Government of India has created a panel of ‘IT Security Auditors’ for auditing,
including vulnerability assessment and penetration testing of computer systems & networks of
various organizations of the Government. The panel was selected from among nearly 100
organizations who submitted their expression of interest to the Request for Response issued by
CERT-In in leading newspapers and on the website.The Panel of IT Security Auditors (valid upto
30 April 2007), Panel of IT Security Auditors (valid upto 31 May 2008 ), Terms and Conditions
Jor Empanciment and Guidelines for Auditee Organizations may kindly be seen along with this
letier . For more details kindly visit at www.cert-in.org.in.

Therefore you are requested to conduct the website security audit as per the guidelines of the
CERT-IN and send one copy of the report to the 1T Department .The Department may choose any
one agency by inviting tenders from the list of agencies empaneled by CERT-In

Regarding website updatation this department has already sent letters to all the HODs vide F.10
(31)/2006/1T/4660 dated 12.10.2006 to obtain their login and password of FTP (File Transfer
Protocol) and VPN (Virtual Private Network) in order to update their website by the respective
departments. In case your department has not yet obtained the same, kindly get the FTP and VPN
by sending presctibed form to the IT Dept. that we have already sent along with letter vide
F.10(31)/2006/1T/4660 dated 12.10.2006 (The VPN request form can also be downloaded from
the IT Dept website http:/it.delhigovt.nic.in)

In case of any problems with respect to the website security audit, Shri B.J Srinath Scientist ‘F’
CERT-IN, Dept. of IT, CGCG complex, New Dethi, may be contacted [Phone: 24363138 |, Fax:
24368546 and E-mal : bsrinath@mit.gov.in] For more information aboui FTP and VPN, Shri Anil
Mittal, System Analyst, NIC,Delhi Secretariat may be contacted [Phone -23392411 and E-mail :

akmittal@nic.in.

This issues with the approval of the Secretary (IT}. 6
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List of De

arfments

Sno

Department

Website Address

Administrative Reforims

hl.lj;)If/ar.delhlgovl‘mc‘ in/

2 |APMC-Azadpur http:#agmarknet nic.in/azadpur hitm

3 |Art, Culture and Language hitp. fartandculture delhigovt.nic in

4 |Audit http /favdit.delhigovt nic.in

5 |Central Jail http://tiharprisons nic.in

6 [Chit Fund http:/Zchitfund. defhigovtnic in

7 |Collcge of Pharmacy http://pharmacy delhigovt nic.in

8 |Conservator of Forest http.//forest.delhigovt nic.in/

9 bFLC. http://dfedethi nic.in

10 |DC (New Delhi) http://denewdelhi.delhigovt nic in/default htm

11 IDC (South-West) http://desouthwest dethigovt.nic.in

12 [Delhi Commission for Women hitp://socialwelfare.delhigovt nie.in‘dewomen htm

13 |Dethi Fire Services http:/dfs.delhigovt.nic.in

14 [Delhi Jal Board(DJB) hitp://delhijalboard nic.in

15 [Belhi Khadi Village [ndustries Board(DK VIB) http://dkvib dethigovt nic.in/

16 |Delhi Labour Welfare Board http://dIwb.delhigovt.nic.in

17 [Delhi Legislative Assembly Sectt. http://delhiassembly.nic.in

18 [Delhi Minority Commission hitp:#dmce delhigovt nic.in N

19 |Delhi Pharmay Council http:#/pharmacy.delhigovt.nic.in/

20 {Delhi Police hitp #wwaw delhipolice.nic.in/

21 |Delhi Pollution Control Committee http://dpee.delhigovt.nic.in

22 |Delhi State Aids Control Society http://dsacs.delhigovt.nic.in

23 |Delhi State Civil Supplies corporation llmritcd‘(DSCSC) http:/#dsese delhigovt nic.in

24 |Development http:/#development.delhigovt.nic.in

25 [Directorate of Iealth Services(DIS) http://health.delhigoyt.nic.in
Health & Family Welfare http:/thealth.delhigovt nic in
Aruna Asaf Ali Hogpital http: /health dethigovt.nic.in/Hospitals/Aruna/Content htm!
DDU Hospital http:/fhealth delhigovt.nic inHospitals/DDU/Content himl
Drug Control hitp:/Mealth.dethigovt.nic in/Drug/drugeont him
Guru Nunak Eye Center htip-/health delhigovinic in/hospitals/guru/content. himl
G. B. Pant Hospital hitp./health dethigovt.nic.inHospitals/GBP/default htmi
GTB Hospital hitp://health. defthigovt.nic. in/Hospitals/GTB/Content.html

26 |District Administration http://districts.delhigovt.nic.in

27 |DSSSB http://dsssb.delhigovt nic.in

28 [IDTC hitp: /dtc.nic in/

29 |Dte Agrl. Mktg hip. Hagriculturalmarketing. delhigovt nic.in
Dte_ of Eeo. And Stat. & Ofo Chief Reg. Births &

30 |Deaths http://des.delhigovt.nic.in/

31 DTT & DC http://delhitourism.nic.in/

32 |Education hitp:/#edudel nic in

33 [Election (Chicf Electoral Office) http://ceodelhi.nic.in/

34 [Environment http:/fenvironment.dethigovt nic in

35 [Excise http:/fexcise delhigovt nic.in

36 |Guru Gobind Singh Indraprastha University hitp.//ggsipu.nic.in/

37 |Higher Education http:/fhigheredn delhigovt ni¢.in

38 [[HBAS http //ihbas.delhigovt nic.in

39 |Industries _ http://industries.delhigovt nic.in

40 [Information and Publicity hitp=//publicity dethigovinie.in
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41 |Institute of Liver and Biliary Sciences

|
httpz//ilbs.delhigovt nican/

42 lIrrigation and Flood Control(1&FC)

hitp. //ife delhigovt.nic.in

43 {Labour

http:/labour.delhigovt.nic.in

4 [Land and Building

htip:/land delhigovt.nic.in

S |I.aw and Justice and Legislative Affairs

http:#/law.delhigovt.nic.in

46 [LN Hospuial

hitp:#/Injp delhigovi.nie in

47 INCC

http.//nce dethigovt.nic.in

8 [Planning

hitp.//delhiplanning nic.in/

49 |Prevention of Food Adultration (PFA)

http.//pfa.delhigovt.nic.in

0 |Principal Accounts Office

hup:/7eoa.dethipovt nic.in

I [Public Grievances Commission

hitp://pgc.delhigovi nic.in

2 |PWD

http.//pwd delhigovtnic.in

3 Registrar Cooperative Society

http://res dethigovtnic in

54 |Services

http://scrvices delhigovt nic.in

3 [Social Welfare / Rehabilitation Services

http://socialwelfare.delhigovt.nic.in

Tourism

hitp://delhitourism nie.in

7 [Training & Technical Education

hitp://tte.delhigovt nic.in

& [Transport

http: #ransport.delhigovtnic in

59 |Union Territory Civil Services (UTCS)

http:#utes.delhigovt.nic in

0 [Weights & Measures

hitp:#weights delhigovt nic.in/

| |Welfare of SC/ST

http://sestwelfare. delhigovinic.in

28

Enclosures: The panel of IT Security Auditors for the year 2007 & 2008, Terms
and Conditions for Empanelment and Guidelines for Auditee Organizations

Caopy to: SIO, NIC Delhi Secretarial for information.
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